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Augmented Intelligence for Pedagogically

Sustained Training and Education (augMENTOR)
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augMENTOR vision
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Project architecture
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The components of the augMENTOR solution
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On our way to build a research-

informed course on cybersecurity 

and ethical hacking…

A systematic literature review on 

cybersecurity education 

COMING SOON… 
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What have other course designers done before?

1. Incentivized Mentorship

- Mentors are incentivized with rewards for their group's performance

- Rewards encourage mentors to provide effective guidance and 

support to their groups

2. Storytelling-based Pedagogy

- Storytelling case studies that parallel real-world situations

- Creative storylines focus on teaching specific principles, concepts, 

and challenges

3. Gamified Learning Approach

- Integration of gamification, collaborative learning, and interactive 

elements

- Enhances knowledge and skill acquisition through engaging 

learning experiences

4. Capture the Flag (CTF) Challenges

- Utilization of CTF platforms like CTFd and FBCTF

- Challenges include step-by-step scenarios, storytelling elements, 

and teamwork

5. Problem-based and Case-based Learning

- PBL and CBL approaches embedded in CTF challenges

- Engaging learning experiences and gamification elements like rewarding 

systems

6. Phased Instructional Approach

- Phase 1: Basic instructions and setup for virtual lab and CTF challenges

- Phase 2: Learning phase with observational research and student 

feedback

- Phase 3: Assignments for self-directed learning and knowledge 

construction

- Phase 4: Black-box CTF event and assessment

7. Adaptive Pedagogical Model

- Considers player's skill level and Bloom's Taxonomy mastery levels

- Provides personalized learning experiences with appropriate challenges 

and instruction

8. Comprehensive Evaluation Framework

- Preparation, introduction, interactions, and conclusion stages

- Pre-game, in-game, and post-game assessments
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What activities are included in cybersecurity curriculum?

1. Hands-on Cybersecurity Exercises

- Responding to programming code, firewall, and open port issues

- Working with intrusion detection systems, threat modeling tools, 

network analyzers, and other cybersecurity tools

- Conducting static and dynamic code analysis

2. Simulation-based Cybersecurity Training

- Scenario-based simulations to identify and remediate 

vulnerabilities

- Guided cybersecurity games with attacker and defender roles

- Competitive activities involving OWASP Mutillidae and network 

attack/defense

3. Interactive Cybersecurity Skill Development

- Creating custom cyber ranges to practice vulnerability identification 

and remediation

- Requesting and analyzing attacks on self-created cyber ranges

- Designing and implementing defense mechanisms against specific 

attacks

- Enumerating target systems to gather detailed information for 

vulnerability analysis and exploitation

4. Ethical Hacking and Penetration Testing Techniques

- Reconnaissance and intelligence gathering through network 

scanning, mapping, and enumeration

- Network infiltration and exploitation using available exploits and 

rootkits

- Password attacks using tools like John the Ripper and RockYou.txt

5. Capture the Flag (CTF) Competitions

- Jeopardy-style CTF challenges involving web technology, digital 

forensics, decompilation, and packet analysis

- Attack and defense-style CTF scenarios where teams defend their 

own systems and attack others

- Participation in prestigious CTF events like DEFCON

6. Contextual Cybersecurity Assessments

- Non-intrusive information gathering about the target organization's 

network structure and services

- Identifying open ports and associated services to detect potential 

vulnerabilities
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What platforms have been used?

- CTFd: A platform used to host Capture the Flag (CTF) challenges for cybersecurity education.

- Emulab: A testing platform that provides a controllable environment for conducting cybersecurity 

experiments.

- Testbed@TWISC: A test platform that integrates the Emulab system and customized software kits and 

firmware.

- Unity 3D: A game development engine used to implement the HackLearn COFELET game.

- Flask: A Python web framework used to build the web platform for the proposed cybersecurity education 

platform.

- Docker: A platform used to host and deploy challenges, such as web applications, binary services, 

programming challenges, and interactive games, in the proposed cybersecurity education platform.

- SEP-CyLE: A platform that contains cybersecurity learning content in the form of digital learning objects 

and tool tutorials.

- CHEESEHub: An open web platform that hosts community-contributed containerized demonstrations of 

cybersecurity concepts, deployed on a Kubernetes cluster.
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Our course content

Week 1: Introduction to Try Hack Me Platform

Week 2: Introduction to Antivirus and Security 

Awareness

Week 3: Phishing Emails and Common Attacks

Week 4: Networking Fundamentals

Week 5: Browsing for Security: OSINT & Web 

App Hacking

Week 6: Web Fundamentals & Security

Week 7: Advanced OSINT Techniques & Tools

Week 8: Python Essentials for OSINT
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TryHackMe
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What is available to augMENTOR learners (fee of charge)?
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TryHackMe rooms and paths in our course
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Inside the rooms (course manager view)
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Learner’s view
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And then… Moodle 
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WHAT IS THE BACKGROUND OF OUR LEARNERS?

WE ASKED THEM IN A FORM OF ONLINE SURVEYS.
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How much time did learners spend on THM vs Moodle?
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Where do the differences come from?

Category TryHackMe Moodle

Task complexity • Designed for shorter bursts of activity • Involves tasks that require longer, 
sustained engagement

Platform design • Fewer users and shorter sessions, leading to lower 
cumulative time

• A higher number of users 
participating in the dataset
contributes to the overall time spent

User behavior and 
attitude

• TryHackMe is more self-paced, allowing users to 
engage voluntarily; 

• Users might disengage after completing a single 
challenge;

• The hands-on, gamified format may encourage 
shorter, more frequent sessions rather than 
prolonged periods of activity

• Moodle is often used for formal 
education;

• Users might spend several hours 
completing tasks in one sitting

Recording mechanism • Time recording focuses on specific task completion 
rather than overall session duration.

• Time spent may include periods of 
inactivity (e.g., a user leaves a page 
open while working offline or 
multitasking)
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User Drop Out Analysis
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TryHackMe Moodle

SLOWER, GRADUAL DROP OUT

• TryHackMe has a more gradual decline in user 

activity. Users tend to remain active over a longer 

period compared to Moodle, as the drop-oout rate is 

less steep in the early normalized time.

• TryHackMe offers a more engaging or sustained 

experience for its users, with more users continuing 

to engage over a prolonged period.

FASTER DROP OUT

• Moodle shows a steeper drop-out early in the 

normalized time range, indicating that users tend to 

disengage more quickly on this platform.

• After a short period of activity, many Moodle users 

either complete their tasks or lose interest, leading to 

a rapid decline in active users.



By the later stages of the normalized time 

range, TryHackMe retains a greater 

proportion of its users compared to Moodle. 

• This suggests that a subset of users 
remains highly engaged on 
TryHackMe, participating regularly 
even after numerous users have 
dropped out.

In contrast, Moodle sees a more significant 

decrease, indicating that few users continue 

with prolonged activity.

Long-term engagement 
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Return patterns

• Moodle’s higher time per module results from Moodle being more complex, involving

more content, using additional software, and requiring more time to complete.

• TryHackMe’s lower time per room suggests users can complete rooms quickly, potentially

because TryHackMe's rooms might be shorter, more task-oriented, or designed for rapid

progression.

TryHackMe encourages users to return frequently for shorter bursts of engagement, 

while Moodle's tasks may demand longer, more sustained effort in each session.
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Our Takeaways and Recommendations 

Moodle:

•Enhance post-initial engagement features.

•Introduce dynamic challenges to extend user activity duration.

•Introduce more gamification elements (esp. related to competing against and collaborating with other 

learners).

•TryHackMe:

•Maintain challenge-based approach.

•Have a plan B in case your learner wanders off too far from your course.

•Explore beginner-friendly onboarding strategies and provide support to new users (esp. through faster 

and less formal means of communication).

Cross-Platform Opportunities:

•Integrate Moodle-style quizzes into TryHackMe.

•Offer TryHackMe-style gamified tasks on Moodle.



WHAT AWAITS IN THE FUTURE?



Follow us!



Q&A time!

Thank you for your attention! 


